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ABSTRACT

The study investigated how employees’ use of Internet is monitored in Ladoke Akintola University of Technology,
Ogbomoso, Oyo state, Nigeria. The study focused on internet access and use, Internet usage and monitoring, policy
on personal use of internet in the institution and implementation of policies. It also examined how Internet is
restricted and common Internet misuse problems. A structured questionnaire was used to collect data from 350
respondents in the institution out of which 290 (82.9%) responded and were used for the analysis. Descriptive and
Inferential statistics was used to analyze the data using percentage table and simple regression analysis to test the
association between the variables. Findings showed that more than half of the respondents have access to and use
Internet for their working activities. It was also revealed that most of employees use Local Area Network and Direct
subscriber license / Wide area network as their connection type. The study established that higher percentage of the
respondents indicated that monitoring of the use of Internet is not practiced. More so small number of the
respondents indicated that the institution have written policy on Internet use. It further revealed that just 3.2% of
employee has been dismissed on misuse of institutional web sites. Thus implementation of policy, awareness and
compliance with policy is yet to find the right foot in the institution, the study therefore recommended formulation of
relevant Internet regulation policy as well as publicizing the policy.

Keywords: Internet usage, Internet usage monitoring, Employees, LAUTECH.

INTRODUCTION

The Internet can be seen as an important by product of Information and Communication Technologies (ICTs). As
submitted by Aina (2004), the Internet is a collection of vast information sources of interlinked computer
networks, which is usually referred to as network of networks. The Internet is also a worldwide system of
interconnected computer networks that use the TCP/IP set of network protocols to reach billions of users. The
Internet began as a U.S Department of Defense network to link scientists and university professors around the
world. A network of networks, today, the Internet serves as a global data communications system that links
millions of private, public, academic and business networks via an international telecommunications backbone
that consists of various electronic and optical networking technologies (Investintech.com, 2014). Decentralized by
design, no one owns the Internet and it has no central governing authority. As a creation of the Defense
Department for sharing research data, this lack of centralization was intentional to make it less vulnerable to
wartime or terrorist attacks. The terms "Internet" and "World Wide Web" are often used interchangeably;
however, the Internet and World Wide Web are not one and the same. The Internet is a vast hardware and
software infrastructure that enables computer interconnectivity. The Web, on the other hand, is a massive
hypermedia database - a myriad collection of documents and other resources interconnected by hyperlinks.

The Internet is at once a world-wide broadcasting capability, a mechanism for information dissemination,
and a medium for collaboration and interaction between individuals and their computers without regard for
geographic location. The Internet represents one of the most successful examples of the benefits of sustained
investment and commitment to research and development of information infrastructure (Leiner, et al, 2009).
Beginning with the early research in packet switching, the government, industry and academia have been
partners in evolving and deploying this exciting new technology. The Internet is the world’s biggest computer
network, made up of lots of smaller networks, all using the standard Internet Protocol Suite (TCP/IP) to serve
billions of users worldwide. It is usually (loosely) called the Net, Information Superhighway or Cyberspace. More
formally however, it is described as the Global Information Infrastructure (Gll).
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Emergence of the Internet and Information and Communication Technologies (ICTs) can no longer be ignored by
institutions and organizations. People bring this technology to the workplace whether institutions or organizations
provide it or not. Internet as a tool allows staff and students nearly unlimited access to information. As a venue, it
does away with the limits of geography, the time zones and, in some cases, the need for a physical office. The
concept of Internet monitoring is generally referred to as the inability of users to access particular online content.
Employee monitoring is the act of watching and monitoring employees’ actions during working hours using
employer devices. While Internet monitoring can be referred to as the act of watching the use of Internet facilities
to know if it used for the appropriate activities. A report by the U.S. Office of Technology Assessment, defines
computerized performance monitoring as, “the computerized collection, storage, analysis, and reporting of
information about employees' productive activities” (Peters, 1999).

The practice of monitoring a company’s workers is a controversial practice that is undeniably on the rise
(AMA, 2008). When it comes to the subject of employee monitoring there is a grey area; current laws mandate
that monitoring is legal, yet the questions of effectiveness and ethics arise.The practice of monitoring staff use of
internet is often viewed as activities performed by ICTs management within the institution. Employees’ misuse of
the internet can be an avenue for virus attacks on organisations system which will slow down performance and
might eventually destroy the affected system. However, like any technology, it has its advantages and
disadvantages. Effectively managing the risks and maximizing compliance on the new information and
communication technologies’ (ICTs’) proper use requires the development of comprehensive organizational
policies (Flynn 2009). Foremost among these are policies on the use of the Internet in the workplace.

Literature Review

Nowadays, personnel in institutions worldwide use email and the Internet on a daily basis at work. This daily
reliance and dependency on technology has created new issues with respect to employee privacy in the
workplace and has added new stress to the employer-employee relationship. Employee privacy, considered a
basic right, is often taken for granted by employers. However, as a result of technological monitoring, this view
may be naive. According to an a survey by AMA (2001), more than three-quarters of all major U.S. firms (nearly
double the 1997 survey results) are recording and/or reviewing the email messages, telephone calls, Internet
connections, and computer files of their employees. Workplace monitoring has existed for a long time in one form
or another and will undoubtedly continue to proliferate and become increasingly sophisticated as technology
advances.

According to Nord, et al (2006) and Pew Internet Survey (2002) as of January 2002, approximately 55
million American adults accessed the Internet at work, up from 43 million in March 2000. 55% of those with
Internet access at work went online on a typical day in 2001, compared to 50% in 2000, and many were going
online more frequently throughout the day than they had in 2001. Also as reported by Neilson Net Ranking
(2006), more than 72% of Internet users do more than just surf the Web and their popular Internet activities
include instant messaging, downloading music, and watching video clips. In another Internet work-related study,
Yankelovich Partners (reported by Nord et al, 2006), discovered that 62% of workers go online at work for
personal reasons at least once a day, while about 20% do so ten or more times a day.

Also in a 2002 study by the Computer Security Institute (CSI), 78% of polled enterprises reported
employee abuse of Internet access privileges by workers, including downloading pirated software or
pornography, shopping on the Internet, and inappropriate use of email systems. All these studies and many more
not reviewed here are pointing to the escalating magnitude of non-work related Internet use at work.
Consequently, employers want to make sure their employees are using company time productively and not
creating a legal liability for their business as a result of harassing or offensive communications. A study by
Crimmins (2001) revealed that 10% of American companies have received subpoenas resulting from employee
emails. In addition, employers have security concerns relating to the intentional or accidental sending of sensitive
data via email attachments as well as the ongoing concern of viruses entering the business from outside
communications. As a result of this, employers are monitoring employee’s computer and Internet access to a
greater degree than in the past. Another study by AMA conducted from 1999 to 2001 and again in 2005, exposed
the growing trend of employer monitoring of employees’ computer files, email messaging, and Internet
connections (AMA, 2005, 2001). According to another AMA survey, the 2003 E-mail Rules, Policies and
Practices Survey, over half (52%) of employers monitor email. Three-fourths of the 1,100 employers surveyed
have put written email policies in place. And 22% have terminated an employee for violating email policy (AMA,
2003).

Alongside its tremendous potential, it has become commonplace for businesses and consumers to utilize
the Internet for a variety of transactions ranging from emails to actual online purchases (United Nations, 2007). In
many ways, the Internet has made the employees more efficient and has improved communication channels in
many organizations. However, the Internet has also opened up new areas of concern such as its effect on
workers' productivity. Employees are spending time surfing on the net or communicating with their friends,
relative and counterparts during working hours (Ferris, 2000). As observed by Ferris, the following are types of
Internet misuse or abuse in the workplace: cyber sexual Internet abuse; online friendship/relationship abuse;
Internet activity abuse (e.g., online gambling, online shopping, online travel booking, online computer gaming,
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online day trading, etc.); online information abuse; criminal Internet abuse (e.g., online sexual harassment, cyber
stalking, paedophilic “grooming” of children); and miscellaneous Internet abuse (e.g., creating celebrity fake
photographs where heads of famous people are superimposed onto someone else’s naked body).

The studies reviewed and many more revealed a gap in the literature from Africa and most especially
from Nigeria, on the issue of monitoring of employees Internet use by the employers. Most work are from
America and other developed worlds and are lacking developing world perspectives, and it is imperative that
Nigeria and other Africa nations need to take cognizance of this issue as well as the developed worlds. The
above is premise on which this study is based.

Overview of LAUTECH

Ladoke Akintola University of Technology (also known as LAUTECH) is a technical university located in
Ogbomoso, Oyo State, Nigeria. The university currently enrols 25,000 students and employs more than 3,000
people. The main campus is the site of the university's administration, as well as home to six faculties and the
post-graduate school. Fields of study include pure and applied sciences, medicine, agriculture, engineering and
technology, environmental sciences and management sciences. The University Management has put in place
improved Internet bandwidth for the whole of LAUTECH community. The school nhow has Internet bandwidth on
fibre and VSAT links. There is trial Internet for the members of university community since Tuesday 8th march
2007 to date. LAUTECH is currently working on how to expand and improve the reliability and availability of the
internal networks in the school.

Problem Statement

In many ways, the Internet has made the employees more efficient and has improved communication channels in
many institutions and organizations. However, the Internet has also opened up new areas of concern such as its
effect on workers' productivity. Employees are spending time surfing on the net or communicating with their
friends, relative and counterparts during working hours. Indeed, with the entry of younger employees into the
workforce, this problem is exacerbated in the light of the “Internet Age” in which they grew up and play with.
Undoubtedly, the Internet and e-mail also have given employees a new means of escaping been productive in
office. For effective and efficient use of the Internet therefore, it will be necessary to monitor its usage by
employees. Hence the need for the study: monitoring employees’ use of the Internet in Ladoke Akintola
University of Technology, Ogbomoso.

Objectives of the Study

The general objective of this study is to investigate the issues around the monitoring of employees use of internet
in LAUTECH. While other objectives are:

i.  Tofind out the extent to which LAUTECH management regulates internet use,
i.  Tofind out if there are management internet policies to regulate use of Internet in the institution,
iii.  To investigate whether the management internet policies on internet use are made known to employees
of the institution, and
iv.  To find out the common problems encountered with respect to miss-use of Internet facilities in the
institution.

Research Questions

i.  What type of Internet access / connections is in use at LAUTECH by employees?
i.  Whatis the extent of monitoring employees Internet use in LAUTECH?
ii.  Are there existing written policies on regulation / monitoring of employees’ Internet use in LAUTECH,
how is it implemented and are these made known to employees?
iv. Has misuse of the Internet caused any serious problem(s) to the institution?

The research also tested the following hypothesis:
Ho1: There is no significant relationship between monitoring of employees’ Internet usage and awareness of
policy on monitoring in LAUTECH, Ogbomoso.

Significance of the Study

This study will be significant to the LAUTECH management as well as the school's ICT centre, because it will
provide empirical evidence on whether the employees are making effective use of the Internet or not. This will
assist the management in reviewing existing policy on Internet usage or formulate necessary monitoring policies
on Internet usage for its employees if none was in place.
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METHODOLOGY

There are a lot of research methods that can be adopted in carrying out a research. However, this study adopted
the survey design approach. Three hundred and fifty (350) questionnaires were distributed but only two hundred
and ninety (290) were returned and was found useful for this study. Statistical Package for Social Sciences
(SPSS) was used to analyse the returned questionnaires. Simple percentage table was used to analyse the
results, while simple regression analyses was used to test the hypothesis so formulated. Preliminary interviews
were also conducted with some ICT administrators regarding their Internet use policies. The respondents who
answered the research questions on behalf of the institution were either from the human resource department or
the Information Technology/Systems Administration departments of the institution.

Table 1: A summary of the sample sizes and distribution procedures used in the survey

S/N Sections in the University NO. Of Respondents Percentage (%)
1 ICT 35 (40) 12.1
2 VC Office 17 (20) 5.9
3 Registry 18 (22) 6.2
4 Bursary 15 (20) 5.2
5 Library 22 (25) 7.6
6 Audit 11 (15) 3.8
7 Works 18 (20) 6.2
8 Health Centre 16 (18) 5.5
9 Faculty of Agriculture 22 (25) 7.6
10 Faculty of pure Applied Sciences 21 (25) 7.2
11 Faculty of Engineering 20 (25) 6.8
12 Faculty of Environmental Sciences 16 (20) 5.5
13 Faculty of Management Sciences 18 (25) 6.2
14 College of Health Sciences 15 (20) 5.2
15 Post Graduate School 26 (30) 9.0
Total 290 (350) 100.0

From table 1, the number in parenthesis represents the number of questionnaire sent out while the first number
represents the responses, i.e. 290. The return rate was 82.9%.

RESULTS

Internet Access and Type of Connection the Institution Use

From the table 2, it shows that only 62.5% of the respondents have access to and use Internet for their working
activities. It reveals that 98.3% have Local Area Network as their connection type, Direct Subscriber License /

Wide area network 83.3%, Wireless Fidelity connection 33.3% and Dial Up (8.3%).

Table 2: Access and type of Internet connection used in the institution

Variables Yes (%) No (%)
Do you have access to Internet in your office 62.5 37.5
What type of Internet connection

Dial up 8.3 91.7
Wireless Fidelity (Wi-Fi) 33.3 66.7
Local Area Network (LAN) 98.3 1.7
Direct Subscriber License (DSL)/ Wide Area Network 83.3 16.7
(WAN)

Others 3.3 96.7

From table 3, the result shows that 6.7% said access to Internet was available to employee depending on their
job descriptions, 76.6% said it is available to all employees; and 16.7% said that Internet was available to the
management staff or supervisors. It also shows that 16.7% of the employees were given some restrictions to
Internet access and 83.3% given complete access.
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Table 3: Who has access and what extent of access to the Internet

Variable Measurement Percent (%)
Who has access to Internet in | All 76.6
your institution Only management/supervisor 6.7
Depending on job 16.7
Other arrangement 0
Total 100
What is the extent of access to | Complete access (no 83.3
the Internet restrictions) )
Some restrictions 16.7
Total 100

Table 4 shows that more than half 66.7% of the respondents indicated that monitoring of the use of Internet is not
practiced nor was their website connections reviewed. More so only 11.7% of the respondents are aware of
written policy on Internet use, while majority of the respondents (88.3%) were not aware of such policy. Likewise,
most of the respondents (45%) could not respond to whether employees Internet usage is being monitored while
only 25% feels the monitoring was done occasionally. In the same vein, as much as 33.3% of the respondents
were not aware of any blocking software, while only 20% have used blocking software to block unauthorized

applications and websites.

Table 4: Internet Monitoring/Usage

Variable Measurement Percent (%)
Does your institution monitor All employees 13.3
or review website connections Selected job categories | 20.0
Not practiced 66.7
Total 100
Do you have a written policy on | Yes 11.7
Internet use No 88.3
No response 0.0
Total 100
If monitoring of website is done, | Ongoing/regular 8.3
how would you categorize the Routine 16.7
monitoring Occasional 25.0
Specified 5.0
No response 45.0
Total 100
Does your institution use blocking | Yes 20.0
software No 46.7
Don’t know 33.3
Total 100

From table 5, the result shows that the most blocked applications are pornography (74.9%), online gaming sites
(59%), social networking sites (46.4%) and downloading music, video and picture (44.8%). It also shows that
96.7% of the organizations did not block News sites.
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Table 5: Which of the following is restricted?

Variables Yes (%) No (%)
Which of the following is restricted?

Downloading video/pictures/music(YouTube, 44.8 55.2
4shared)

social networking sites (facebook, twitter, linkedin, 46.4 53.6
hi5)

Pornography sites 74.9 25.1
online gaming sites 59.0 41.0
News(Punch , Tribune, 234NEXT, Sahara reports, 3.3 96.7
Guardian, etc)

Yahoo messenger 38.8 61.2
Online mail services (yahoomail, Gmail, Hotmalil, etc.) 33.9 66.1
Skype 37.2 62.8
Blog sites 36.1 63.9
Others 11.5 88.5

Table 6 shows that the common problems experienced by the institution with regard to employee Internet misuse
are: computer virus due to heavy download (76.3%), excessive chatting that is non-work related (73.2%),
downloading of music/ pictures/ videos (61.2%), playing games (37.2%), and accessing pornography at work
(22.1%).

Table 6: Problem with regard to employee Internet use

Variables Yes (%) No (%)
Has your institution experienced problem

Accessing pornography at work 22.1 77.9
Downloading of music/pictures/video 61.2 38.8
Computer virus due to heavy download 76.6 23.4
Playing games 37.2 62.8
Excessive chatting that is non-work related 73.2 26.8
Other types of problem 4.9 95.1

From table 7, the result shows that 9.1% of the institution management has ever disciplined an employee on
misuse of office Internet facilities and 90.9% has not disciplined any employee. It also shows that 5.4% have ever
disciplined an employee for misuse of institutional web sites and 94.6% has not disciplined an employee on
misuse of institutional web sites.

Table 7: Policy Compliance and Discipline

Variables Yes (%) No (%)
Has your institution ever disciplined an employee on misuse of | 9.1 90.9
office Internet facilities?

Has your institution ever disciplined for misuses of institution | 5.4 94.6
web sites?

From table 8, the result shows that none of the employee has record of dismissal on misuse of office Internet
facilities. It also revealed that 25.6% have formal warning and 68.5% of the respondents choose not to response.
While 3.2% of employees have been dismissed for misusing of institutional web sites and 25.2% have formally
warned their employee on misuse of office Internet facilities. And 70% of the respondents have no response on
the type of disciplinary action taken against misuse of institutional web sites. It was also discovered from the
research that most of the employees have not been dismissed from misuse of Internet facilities. However 3.2% of
the employees recorded dismissal from the abuse of institutional web sites. This may be due to the fact that the
management have not really established monitoring the use of Internet by employees in the institution.
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Table 8: Type of discipline
Variables Dismissal Formal Informal Other form of No
(%) Warning Warning | discipline (%) | response

(%) (%) (%)
What form of discipline was 0 25.6 4.3 1.6 68.5
taken on misuse of office Internet
facilities
What form of discipline was 3.2 25.2 1.6 0 70
taken on misuse of institutional
web sites

The result from table 9 below shows that at p<0.05, there is a positive and significant relationship between
monitoring of the use of Internet by employee and management policy (p=0.026, B= 0.487). Also there is a
negative significance in the monitoring use of Internet by employee and problem encountered in miss-using of
Internet facility (p=0.022, B= -0.508). Therefore, the null hypothesis was rejected and the alternative hypothesis
was accepted that: there is significant relationship between monitoring of employees’ Internet usage and
awareness of policy on monitoring in LAUTECH, Ogbomoso.

Table 9: Regression Analysis Result

Predictor Variables B Sig. Level R Square
Management Policy 0.487 0.026 0.919
Miss-Use of Internet Facility -0.508 0.022

Dependent Variable = Use of Internet by employee

DISCUSSION OF FINDINGS

The results of the study shows that the institution surveyed have Internet access and mostly make use of the
Local Area Network and Direct Subscriber License which shows that access to the Internet is not a problem
within the institution. More so, over half of the employees have access to Internet. This agrees with what
Alampay and Hechanova (2010) described in a similar study in the Philippines that higher percentage of access
was granted to all employees. It also shows that only few restrictions were given to Internet accessibility but
mostly the employees were given complete access. During interview conducted with the institution management,
it was claimed that internet monitoring policy was in place but more than half of the respondents were not aware
that monitoring of the use of Internet is practiced in the institution. This finding negate Alampay (2012) which
stated that majority of organizations studied in Philippine monitored employee Internet usage.

Blocking of pornography sites is common but it has not however dissuaded people from trying to access
such content as evident from the results of the study. Almost all the institution block pornography and online
gaming sites as these two sites can reduce employees’ productivity level and also lead to lack of concentration
and time wastage which is precious to the organisation. This agrees with the findings of Deisz (2005) on
Norwegian institution that reported that 73 % of Norway active adult Internet users accessed the Web at least
once from work, 41% access the Web a majority of the time at work, and 15% go online exclusively at work.

It was discovered that most of the problem encountered from the misuse of Internet facility in the
institution is virus. The finding was supported by (Deisz, 2005) that there are several means of detecting,
containing and deleting malware, they still cannot protect the computer systems before they are exposed to the
threat. The result shows that, the incidence of indiscipline is higher, while only a few who agreed to ever
disciplining their employees on breaching these policies were on misuse of office Internet and misuse of
institutional web sites. This finding contrasts a finding of the American Management Association (AMA) in 2005,
which reported that approximately 38% of 2,100 major U .S companies check their employee’s e-mail and 54%
monitor Internet connections (Yulihasri, et al, 2006).

CONCLUSIONS / SUGGESTIONS

This study provided empirical data on monitoring employee use of the Internet in Ladoke Akintola University of
technology Ogbomoso, Oyo State, Nigeria. Based on the findings of this study, it could be concluded that most of
the respondents have access and use Internet for their work. More so, Internet monitoring is not well established
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in the institution. Virus infections during downloading on the Internet was the major concern of most of the
respondents and it can be concluded as the reason why the institution management blocked access to
pornography and online gaming sites but not news sites. 73.2% agreed that excessive chatting that is non-work
related is the predominant problem experienced with regard to misuse of Internet by the employees. This study
basically considered monitoring of employees use of Internet in Ladoke Akintola University of Technology,
Ogbomoso Oyo State, Nigeria. Also, since it is not certain from the study whether the institution has a written
policy on regulation or monitoring of employees’ Internet usage, there is a need for a written policy on regulation
of Internet usage. There is also the need for the school’s management to make this policy, if so formulated,
known to all employees. Lastly, there is need by the school’'s ICT centre to install on their server, filtering
software or malware to block some of the not too useful social networking media such as Badoo, Twoo, etc. More
studies are needed to explain the pattern of Internet adoption by employee as there are different adoption stages
to technology.
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